Security has become an important topic for communication systems. It is a big challenge to provide secure communication in this unique network environment. We propose a novel approach to encrypt a message using musical notes and these musical notes have to be sent by the sender to the receiver. The receiver after receiving the musical notes decrypts it and gets back the original message.
Introduction
Cryptography is basically a study of encrypting (coding) any message that has to be transmitted over a network so that the information is not viewed (and hence, misused) by any unwanted identity. This can be especially of a great use in the present scenario in which the usage of ecommerce, i.e. business over the internet and that too in electronic form has been employed extensively. Cryptography involves encrypting any document by the help of certain algorithms which in turn require simple as well as very complex mathematical concepts for the implementation. The process of encoding the message or the data into some disguised form is called encryption and the reverse process of getting back the original message (data) is called decryption. Encryption is done with the help of many algorithms and one of such encryption techniques is using a private key and public key. The sender encrypts the message with the help of the public key and the message is sent to the receiver, who in turn decrypts the message with the help of the private key. There are many pros and cons there in such types of algorithms. Cryptography is an important security feature for sending information over a network. Our proposed system can defeat different types of attacks which may come during the transmission of messages over the network. [1] 
Previous works
The present day encryption algorithms use techniques such as diffusion and confusion to bring about the encryption of data. The process of confusion includes substitution of selected portions of original data by some selected portions of the same piece of data. This means that the original data is converted into an encoded data by using the characters from the original data itself.
How to choose the substituted data depends upon the private key which is given alongwith the plaintext (the original document). The process of diffusion includes transposition (more commonly called as the process of permutation). This process, just as the process of confusion, also depends upon the plain text and the private key. There are three broad classifications of encrypting algorithms. They are: Symmetric, Asymmetric, and Digest algorithms. Symmetric algorithms use the same pair of private key to encrypt and decrypt the plain text into the encrypted data and the encrypted data back to the original plain text and as such they are also called the conventional algorithms. Asymmetric algorithms are those which use different key for encrypting and decrypting purpose. The encrypting is done by public key and the decrypting is done by private key. These algorithms are thus known as public key algorithms. A message digest algorithm works by comparing a hash value which is obtained from the message. This algorithm can be termed as better of the three because of certain sure shot advantages. One of the advantages is that the original message cannot be obtained feasibly from the encrypted message, the other being the infeasibility to construct another message with the same digest. Some of the most popular digest algorithms are Message Digest (md1, md2, md3… etc.) and SHA (the Secure Hash Algorithm) commonly used in mobile networks. Few works have been done in Biometrics where the keys are generated with the combination of both the sender's and the receiver's fingerprints [2] . Biometric properties of humans, such as their voice, retina, face, eyelid, finger print, etc. can be effective means to achieve protection to the key. In order to access the key, a combination of these biometric characteristics is required to be input for verification. On successful verification, the key can be released [3] . The utterance of the user is represented as a sequence of frames, each having a 12 dimensional vector of cepstral coefficients. A 30 millisecond window of this utterance is specified by the 12-dimensional vector. On capturing the voice completely, there are certain endpoint detection, silence removal and cepstral mean subtraction operations applied. Then a speaker and an independent text acoustic model segment the frame sequence into m portions. This is what the algorithm given in reference [4] does.
Cryptanalysis and Attacks on Cryptosystems
The art (as can be said if used in the right context) of obtaining the original message from the encrypted message without having the knowledge of the key is known as cryptanalysis. Some of the many techniques available are discussed in the following text. [5] Ciphertext-only attack: In case where the attacker does not have any information about what the encoded message contains, all information that the attacker has is the encoded text only. In such a scenario, the attacker makes an intelligent guess as to what can be the plaintext by guessing the fixed format headers. In the past, many attacks have been made by examining the frequency analysis of the ciphertext. Known-plaintext attack: In this type of attack, the attacker either has a partial knowledge of what the plaintext is, or he can make a guess for some part of the plaintext. The remaining plaintext is obtained by this piece of information. The attacker can determine the key that has been used in the enrypting process and thus crak the code. Chosen-plaintext attack: in this attack, the attacker attacks the encrypting device by sending any plaintext to the machine and then analysing the encrypted output. Using a very intelligent reasoning, he can very well guess what the key used is and hence succeed in decoding the message. Man-in-the-middle attack: A technique called packet sniffing is there which can assist the attacker in decoding any information. This is a process in which attacker machines on a network sniff the packets (capture the packet or the data streams) over a network. The sniffed packet can be used by the "man in the middle" to obtain the key(s) that two parties are sharing and thus he can very easily decode the entire message without either of the parties having information about this. Correlation attack: This attack technique uses the stastical property of correlation between the input (the public key) and the output (the private key or the secret key). The obtained information is used to generate the function that is used in the encrypting process. Attack against or using the underlying hardware: There can be an attack on the hardware also. Very intricate examination of the hardware yields characteristics such as the timings of the device, power consumption, radiation patterns etc. These characteristics can later be correlated to obtain the encrypting function. At times, the information can even yield the secret key.
Faults in cryptosystems:
In this condition, there exists some fault in the cryptosystem which might have been the mistake of the programmer. Attackers can thus attack this shortcoming and obtain the necessary information regarding the encrypting function.
Encryption / Decryption in Network
Security using musical notes (Proposed Scheme) Our proposed system has been developed using MATLAB 2008R, in which 26 alphabets (a to z) and 0 to 9 numbers has been considered as -12 to 23 as musical notes. These 36 numbers i.e. 26 alphabets and 10 numbers are randomly positioned and then these numbers are assigned musical notes -12 to 23. Taking the tonic at C conventionally, the twelve notes in the middle octave can be represented by the numbers 0 to 11 respectively. The tonic C of the next higher octave will be assigned the number 12 etc while the note B of the lower octave (before middle) is assigned the number -1 etc. These numbers are actually representing the pitch characterizing the notes. The details are given in table 1 based on ref. [6] . The tonic is the base note or note of origin. All other notes are realized with respect to the tonic. Changing the tonic amounts to changing the scale. We make a rule that first the blank space has to be replaced by zz and then the total message is converted into the number -12 to 23. These numbers have to be converted into vector y and this conversion to vector the required formula which has been used is given below: The 36 numbers are positioned randomly in the same manner as it had been done by the sender. The value of x is then decrypted into the original message. The seed value can be changed from time to time according to the understanding between the sender and the receiver.
Analysis:
We explain the mechanism of our algorithm with an illustrative example. Example: Message : 'Today is Thursday and I have 3 Table 1 gives the encryption and decryption times. This algorithm runs in O(n) time where n is the number of characters in the message. Fig.  1-5 gives an experimental analysis through "smart statistics". A straight line has evidently captured the trend. Since time of an operation is actually its weight and a weight-based bound is a statistical bound (weighing permits mixing of different operations into such a conceptual bound; mathematical count-based bounds are in contrast operation specific), it is important to present the statistical analysis. Moreover the model leads to cheap and efficient prediction which is the motive in computer experiments. Note that mathematical bounds are system independent. A statistical complexity bound can at most be system invariant [7] . Statistical bounds are of two types: probabilistic and nonprobabilistic. The one used here is nonprobabilistic where the bound is actually estimated by providing numerical values to the weights obtained by running computer experiments. No probability statement is made.
A probabilistic statistical bound, on the other hand, is one in which a probability statement is made while specifying the bound. When this probability is unity, we get a deterministic bound as its special case [8] . For an extensive literature on computer experiments, [9] may be consulted. See also its review [10] . 
Defeat attacks
In the light of the attacks that have been discussed, we see that our system is immune to all of those kinds because of the fact that our system uses frequency analysis of the musical note in the encoded sound that is transmitted over the public network.
Conclusion
Referring to the space and the time complexity, our proposed algorithm is very efficient since it takes very less processing time and storage space. Space is a very important factor for sending any large message over the Internet. The conventional encrypting algorithms require a public key and a private key to encode and decode a message. Our algorithm does not require searching of any such key in any such public domain or any private domain, which again preserves a lot of time which is used in locating the keys. Very large message, including image can be sent with the help of this proposed argument.
